Sy PRQ

This script will guide you through a couple of usual cases and show how you can facilitate
routine with our products.

Predefined users for TTP Script

Login: user01
Password: user01

Login: user02
Password: user03

Login: user20
Password: user20

Users have access:

- to iManager (can edit container ou=demo,o=ttp)
- ACD (admin functions are limited)

- SERAS small app

-TB

Go to the https://dev.skypro.ch/index.html#Demo

Choose an application

from Demo
Credentials for application Username  Passwort d  Additional information
‘Audit Dashboard admin demodemo
SERAS admin demodemo
iManager demoadmin demodemo  Tree: tbdemo

Please be aware that this is a demo installation. User admin has all access rights
and you're able to destroy the whole environment. Therefore this demo system will
be reset daily. If you want to save any of your work, you have to export and
download it to your local machine.

Audit Dashboard 2.9 Audit Dashboard 3.0 (pre-Alpha) DT LDAP Cacher

IDM Toolbox SERAS SERAS APP


https://dev.skypro.ch/index.html#Demo

Select IDM ToolBox

Messages Processes
IDM Toolbox S ——
Make it easier to create, analyze, document, translate and collaborate in NetlQ IDM environments and projects
Processes

CPU load

= = e B

Driver Design Form Design Mail Besign Driver Driver Docu

Schema Documentation Workflow Translator

Directory Cloner

e S

@ ‘ o
4 -
Object Modifier Connecfions Versions Exchange Settings

o018

Short overview through all modules, PPT
https://docs.google.com/presentation/d/1vbe AKYWQeodIxBILOWVHmM84PpgD2zDehY2mh
kX Sv w/edit#slide=id.p

Let’s start with Object Modifier ... Object modifier is ... (PPT)

Usage case: Imagine, you need to change the domain name for a department which contains
thousands of users, is it easy to do this manually?

We have prepared for you presets which do modifications of objects (change domain name of
email address from ‘@groupXXX.com to ttpgroupXXX.com’, where XXX is the user id)

1) Select from Settings preset corresponding to your user ID.


https://docs.google.com/presentation/d/1vbeAKYWQeodlxBlL0WVHm84PpqD2zDehY2mhkX_Sv_w/edit#slide=id.p
https://docs.google.com/presentation/d/1vbeAKYWQeodlxBlL0WVHm84PpqD2zDehY2mhkX_Sv_w/edit#slide=id.p

IDM Toolbox g )

Object Modifier v25.4 ()
Object Modifier

Setings fo Moy the Object Object Modifier [RLAT]

v user01 replace email domain name with ttpgroup - 2020-07-15 13: 1) Delete || X Update || il Sove os.
user02 replace email domain name with ttpgroup - 2018-07-04 15:
user03 replace email domain name with ttpgroup -
user04 replace email domain name with ttpgroup -
user05 replace email domain name with ttpgroup -
user06 replace email domain name with ttpgroup -
user07 replace email domain name with ttpgroup -
user08 replace email domain name with ttpgroup -
user09 replace email domain name with ttpgroup -
user10 replace email domain name with ttpgroup -
user11 replace email domain name with ttpgroup -
user12 replace email domain name with ttpgroup -
user13 replace email domain name with ttpgroup -
user14 replace email domain name with ttpgroup -
user15 replace email domain name with ttpgroup -
user1 replace email domain name with ttpgroup -
user17 replace email domain name with ttpgroup -
oL T VIORY™  user8 replace email domain name with ttpgroup -
user19 replace email domain name with ttpgroup -
user20 replace email domain name with ttpgroup - 2019-07-04 15:59:13
B > o=system [5]
B > cn=Security [11]
W o=demo [15]
W vo=tp[2]
B > ou=users,o=tp [24]

B ~ou=demo,o=tip [21] >

2) As you can see, we also prepared some demo data for each user

Scroll down
W vo=tip [2] & |

B » cu=users,o=tip [24]

B ~vou=demo,o=tip [21] & |

DATA for user06

B » cu=group-seras,cu=demo,o=tip [11]

» ou=group001,0u=deme,o=tp [10]

¥ ou=group002,o0u=demo,o=tip [10]

}» ou=group003,ou=demo,o=ttp [10]

» ou=group004,ou=demo,o=ttp [10]

¥ ou=group005,0u=demo,o=tip [10]

* ou=group00é,ocu=demo,o=tip [1 D]|E| 10 selected
¥  cn=testuser001,ou=group006,0u=demo,o=tip
¥ en=testuser002,ou=group006,o0u=demo,o=Hp
¥ en=testuser003,0u=group006,o0u=demo,o=tp

cn=testuser(04,ou=group006,o0u=demo,o=tp
cn=testuser()05,o0u=group006,0u=demo,o=ttp
cn=testuser(06,ou=group006,0u=demo,o=ttp
cn=testuser007,o0u=group006,0u=demo,o=tp
cn=testuser008,o0u=group006,0u=demo,o=ttp
cn=testuser009,ou=group006,0u=demo,o=tip
¥ en=testuser010,ou=group006,0u=demo,o=tp
B }» cu=group007,0u=demo,o=ttp [10]

B » cu=group008,cu=demo,o=tp [10]




e.g. user06 will do modifications of an object inside group006

Scroll down

ADryRun | ©@Run

3) Here you can see modification settings. We are looking for Object class ‘Person’, use
attribute ‘mail’
And we will replace domain ‘@group’ with ‘@ttpgroup’.

4) Click on ‘Run’
After a couple of seconds we will get notification

ADyRun | ®Run

- Al rights reserved

5) Let’s click on it

Messages

[ Remove all INFO messages |

Success
Completed Object Modify Run. You may check the Log, to see what we did

6) And check the log



@ Obiject Modifier v253 (2)
?¢ Obiect Modifier
Setfings fo Modify the Object

2019-07-05 06:50:29 Starting Object Modify Run
2019-07-05 06:50:29 Starting the Working Thread..

2019-07-05 06:50:29 Loading LDAP Connection

2019-07-05 06:50:29 Inificlize Scripting Engine

2019-07-05 06:50:29 Trying 1o Load Seript Libraries from seripts/*.js
2019-07-05 06:50:29 Loading: om_default.js

2019-07-05 06:50:29 Successfully loaded

2019-07-05 06:50:29 Loading: password.js

2019-07-05 06:50:29 Successfully loaded

2019-07-05 06:50:29 Loading: cd_default js

2019-07-05 06:50:29 Successfully loaded

2019-07-05 06:50:29 Prepare the DNs

2019-07-05 06:50:29 Fetching: en=testuser001,0u=group006,0u=demo,o=ttp
2019-07-05 06:50:29 Running Scripts against the Object

2019-07-05 06:50:29 Found a Seript that Matches - O - Person

2019-07-05 06:50:29 Feiching: cn=testuser002,ou=group006,0cu=demo,o=ttp
2019-07-05 06:50:29 Running Seripts against the Object
2019-07-05 06:50:29 Found a Script that Matches - O - Person

2019-07-05 06:50:29 Fetching: en=testuser003,o0u=group006,0u=demo,0=ttp
2019-07-05 06:50:29 Running Scripts against the Object
2019-07-05 06:50:29 Found a Seript that Matches - O - Person

2019-07-05 06:50:29 Feiching: cn=testuser004,ou=group006,0cu=demo,o=ttp
2019-07-05 06:50:29 Running Seripts against the Object
2019-07-05 06:50:29 Found a Script that Matches - O - Person

2019-07-05 06:50:29 Fetching: cn=1estuserD05,00=group006,0u=demo,o=tip
2019-07-05 06:50:29 Running Scripts against the Object
2019-07-05 06:50:29 Found a Seript that Matches - O - Person

2019-07-05 06:50:29 Feiching: cn=testuser006,ou=group006,0u=demo,o=ttp
2019-07-05 06:50:29 Running Seripts against the Object

7) As we can see the data was changed.

2019-07-05 06:50:29 Remove Value from Attribute of Obiect: festuser001@tpgroup006.com --> mail on cn =testuser001,0u=group006,0u=demo,o=tp
2019-07-05 06:50:29 Added Value to Atiribute : testuser001@group006.com --> mail on cn=testuser001,0u=group006,ou=demo,o=fip

2019-07-05 06:50:29 Remove Value from Atiribute of Obiject: testuser002@tipgroup006.com --> mail on en=tesiuser002,ou=group006,ou=demo,o=tip
2019-07-05 06:50:29 Added Value fo Affribute : testuser002@group006.com --> mail on cn=testuser002,0u=group006,0u=demo,o=tp

2019-07-05 06:50:29 Remove Value from Attribute of Obiect: festuser001@tpgroup006.com --> mail on cn =testuser003,0u=group006,0u=demo,o=tp
2019-07-05 06:50:29 Added Value to Atiribute : testuser001@group006.com --> mail en cn=testuser003,0u=group006,ou=demo,o=tip

2019-07-05 06:50:29 Remove Value from Atiribute of Obiject: testuser001@ttpgroup006.com --> mail on en=tesiuser004,ou=group006,ou=demo,o=tip
2019-07-05 06:50:29 Added Value fo Affribute : testuser001 @group006.com --> mail on cn=testuser004,0u=group006,0u=demo,o=tp

2019-07-05 06:50:29 Remove Value from Attribute of Obiect: festuser001@tpgroup006.com --> mail on cn =testuser005,0u=group006,0u=demo,o=tp
2019-07-05 06:50:29 Added Value to Atiribute : testuser001@group006.com --> mail on cn=testuser005,0u=group006,0u=demo,o=tip

To see the whole picture let’s go to the ACD https://dev.skypro.ch/audit/

Go to the Dashboards (use you credentials login: userXX pwd: userXX)

8) Select AuditTTP Dashboard

Object browser/Object restore

This are the Dashboards, you have right to. If you miss a Dashboard please ask your Administrator to give you the needed permissiot

IDM Security Dashboard IDM Workflow Dashboard

@

Audit TTP Dashboard

IDM Audit Dashboard IDM Driver Dashboard



https://dev.skypro.ch/audit/

9) Here is the whole picture of what is happening in the eDirectory

Home Dashboards Reporting  Object browser/Object restore  Administration ~

® User @ Organaational Person @ Group @ Organizations! Uit @ Device @ rfRole @ nrfResource

]
]
H
audittime per 30 minutes
[~]
Audit - Operations Augit - Classes Audit - Attributes
© ®MODIFY © ® User © @ Telephane Number
® 400 | . @ Internet EMail Address
@ DELETE | ® o ® Member
®move ® sumame
@ RENAME pos
H ® Login Disatled
g ® nifResource lame
Expiration Time
p Membership
Name
Attribute
Audit - Users Audit - Groups Audit - OU Audit - Devices Audit - Resources Audit - Roles
Operation: Ascending = Count = Operation: Ascending = Count = Operation: Ascending = Count Operation: Ascending = Count Operation: Ascending = Count = Operation: Ascending = Count =
ADD 1,401 ADD 99 ADD 8 ADD 10 ADD 3 ADD 7
DELETE 1,161 DELETE 93 DELETE 52 DELETE 9 DELETE 3 DELETE 7
MODIFY 19,236 MODIFY 2,467 MODIFY 19
m: - m: .
1-500f57540 € %
Time - Modifier Object Class Object Name Operation Attribute New Value Old Value Event
> 05.072019,07:5246 CN=IDMToolsServer,OU=serve  Group FSSLTQUSY MODIFY - - - rue

There is a short overview of charts, pie, etc ... (take from PPT)
There is a lot of data in it in real-time, but how can we find our modifications?

At the top of the page we prepared filters for you

Home Dashboards Reporting Object brov Object restore  Administration -

4 Audit TTP Dashboard Fullscreen  Share N 10seconds € ®Llasi2dhours 3
Search... (&.g. status:200 AND extension:PHP} Uses lucene query syntax

Wolier= SN =user), iy e, Oviip” J§ Modliierg s 8, Olinusers, vt J1 Modlie =261 s i, O, Ot ) Modllier™ 61 use 4, Olinusots, Ot Ik Modlfier3geuserts, Oy ses Ot J Modlier 8GN ouserts, Olisusers. Ostip ™ i Modifie 3 <ise 7, 0Ususeis Ovtip ™
z Modilier SCN=Us e r08,0Usuc s, Ostip * Il Modilie SN =Use AIB Olisussits, O=tip™ I Modiier SCN=Use 1, Olisussits, Ostip ™ I Mo dilier SCN=Use r12, Ollsuseis, Otip ™l Modilier SCN=is213,0Usysais, Otip ™l Modifie ™ SCN=Use M, Olisussits, Otip ™
Moifier 8 N=lse 16, Olisusets, Ovtip” 1 Matlihe SN =ise {7, Olisusars, Ovtip™ J Modiier-iCN ~Useris, Olinu2ats, Ovtip" I8 Modklier™4C Nseris, Olisusets, Ostip™ ) Modlier-AcN=iss2/20,0Ususers, Ovtip " JROPRRL ] Actions®

£
5
8
audittime per 30 minutes
Audit - Operations Audit - Classes Audit - Auributes
. - : O.‘W o
a . l
Audit - Users Audit - Groups Audit - OU Audit - Devices Audit - Resources Audit - Roles

Operation: Ascending = Count =

10) You can enable the filter and look at modifications that were produced from your user.



Time

05.07.2019, 07:09:27
] osor20m9, 070927
Table JSON

Association
Connected System

Event

-

Event Doc

Event Time
Modifier

Mo Event Tise
Object Closs
Object oN
Object Name
Operation

Server Time

4 0 #|la alala oo

_id
t _index
# _scare
t _type

© audittise

-500f280 €

Modifier Object Class Object Name Operation Attribute New Value Old Value Event
CN=userD8,0U=users,0=ttp User testuser00d MODIFY Internet EMail Address testuser001 @tipgroup09.com false
CNsUserBOURUSErS Ot @ @ User testuser00s MODIFY true

View surrounding documents || View single document
aam=*

@am»* Audit

aam* tre

aam# wmudify L4752 User® svent-id= " qualiFied-src-dn=" 0-ttp\DU=denc 0U=groupdRICh-t estuserds src-dn="\TD

td= v
EMO\ttpAdemohgroupBdd\testuserd@4” src-entry-id="2710060" timestamp="1562230766842">
“modify-attr attr-name="Internet EMail Address">

<value timestamp="156229976642" type="string">testuserd@18groupend. come/values
</odd-valuex
</modify-attr>
</modi fy>

@ Q [M#* 05.07.2019, 07:09:26

@ QM* CNeuserds,OU=users,O=ttp

@aD* false

@ams User

@ @ % \TEDEMO\ttp\demo\groupoos\testuserees
@ Q0% testuserddd

@ams MOIFY

@ QD#* 05.97.2019, 09:09:27

@Qm* dgvonGsB871Z7d073H2

aqm audit-defaul t-2019.07.05
me -

aam# ouit

@ @ % 85.07.2019, 07:09:27

11) Additionally, you can go to the table view and expand data to see more details that came

from the

eDirectory.

12) Then you can go back to TB and look at Log Analyzer, Schema documenter, Clone
Directory. (PPT)

Demo log file or schema you can find at https://dev.skypro.ch/index.html#Demo

Choose an application

from Demo

Credentials for application Username Password

Audit Dashboard admin demademo
SERAS admin demademo
iManager demoadmin demodemo

Additional information

Tree: tbdemo

Download Demo schema Download Demo log file

Download TTP-Lab-Script.pdf

Audit & Compliance Dashboard 2.5 PPT

ToolBox 2.0 PPT
SERAS 1.0 PPT

Please be aware that this is a demo installation. User admin has all access rights
and you're able o destroy the whole environment. Therefore this demo system will
be reset daily. If you want to save any of your work, you have to export and

download it to your local machine.


https://dev.skypro.ch/index.html#Demo

After that we can go back to ACD and look at other Dashboards (PPT)
https://docs.google.com/presentation/d/1dAqoUSkAauimCPA9HkZq5BkOcu-
pIXBhcTbhvKrPKKZc/edit#slide=id.g3cd480aab8 0 26

Home Dashboards Reporting  Object browser/Object restore ~ Administration -

Dashboards

This are the Dashboards, you have right to. If you miss a Dashboard please ask your Administrator to give you the needed permissions.

@ @

IDM Security Dashboard IDM Workflow Dashboard IDM Audit Dashboard IDM Driver Dashboard

@

Audit TTP Dashboard

Reporting (PPT)

Home  Dashboards Reporting  Object browser/Object restore  Administration ~

Reporting

Search / Select a Report:
QFilter Reports by Name:

SAvailable Reports:
Defaul Role Assignment Report
Default Audit Report
Default Driver Report
Default Groups Report
Default Resource Report
Default Role Report
Default User Role Report
Default Users Report
Default Workflow Report


https://docs.google.com/presentation/d/1dAqoUSkAauimCPA9HkZq5BkOcu-plXBhcTbvKrPKKZc/edit#slide=id.g3cd480aab8_0_26
https://docs.google.com/presentation/d/1dAqoUSkAauimCPA9HkZq5BkOcu-plXBhcTbvKrPKKZc/edit#slide=id.g3cd480aab8_0_26

Home Dashboards Reporting  Object browser/Object restore  Administration ~

Reporting
Filters for Default Users Report at ["Default 2019.07.05"]
CN Firstname Lastname Department
Container
ou=auditserver,o=system IMPRBTGS8 Aagesdatter 3M Company
ou=cachusers,o=demo IMPSTYJ27 Aagesen ACE Limited
ou=Users,0=system IMPTIDV24 Aalatt ADT Corp
IMPUAQH92 Aall AES Corp
IMPUTZK80 Aaraas AFLAC Inc
IMPYUOH39 Aarvig AGL Resources Inc.
IMPXUHV11 Aasen AT&T Inc
IMPYQHNS5 Abbott AbbVie
IMQAHBO1 Abby Abbott Laboratories
IMQJEVF8 Abbott Abdul Accenture plc
L] ] L] e

e
["Abagail\r","Abba\r*,"Abbe\r"," Abbey\r", "Abbitr"]
Run Repol

Home Dashboards Reporting Object browser/Object restore Administration ~

Reporting

Default Users Report at ["Default 2019.07.05"] © Schedule

Used Filters:

Only Users (if no other selection) - inetOrgPerson;
Container - none

CN - none

Firstname - Abagail; Abba; Abbe; Abbey; Abbi;
Lastname - none

Department - none

Entries: 1 to 20 of 157.

Export CSV Export XLS Export XLSX send By Email

First || Prev ' Next Last

D L F Jobtitle O Location Phone Email Groups Locked
ABDPNJC56 Mosher Abbe Parker-Hannifin 783 abbe.mosher@parkerhannifin.com.demo [+] Count:5
5868
AHGKMVG44 Praa Abbe Loews Corp. 101 abbe.praa@loewscorp.com.demo [+] Count:13
1314
ATTMRFC27 Davison Abbe Delphi 37 abbe. com.demo [+] Count:17
Automotive 6107
AVQRABLS58 Van Abbe Discovery 822 abbe. com.demo [+] Count:14
Breestede Communications- 2621
A
AWVMIOWS8 Burchill Abba Twenty-First 003 abba. com.demo [+] Count:4
Century Fox 8878
Class B
BBJTRLQ19 BlarerVon  Abbey Dollar Tree 553 abbey.blarervonwartensee@dollartree.com.demo [+] Count:6
Wartensee 6807
BHTKHMB78 Elson Abbe Charles Schwab 544 abbe. @char com.demo [+] Count:16
Corporation 7868
BJHKENUS0 Kool Abbe Equity Residential 654 abbe.kool@equityresidential.com.demo [+] Count:17
7164
BLIDZAD13  Brinch Abba Public Storage 774 abba.brinch@publicstorage.com.demo [+] Count:17
1608

Object browse and compare



<« C @ httpsy/dev.skypro.chjau

* Bk pvoDoOoNeEC 0@ &

ject browser/Object restore  Administration ~

Object Browser

Object View Mode [l Cbject Compare Mode

& Auailable Report Indexes
default 2018.07.05
default 2018.07.04
default 2018.07.03
default 2018.07.02
default 2018.07.01

DirXML-ADConte;
DirXML-Associations:

jer_at o

an:




SERAS

€ C @ https;//dev.skypro.ch/seras/res/#/home -3 Bgpvamo S Boo@> @

First Steps on SERAS
Admin
After first start of this Service, please go to Admin Panel and set a Usemame / Password. You also should define a port, on which this Admin Panel will run after the next restart.

If Usermame and Password are set, restart the Service and reconnect.
© Al Changes on any configuration (except tokens) need a restart of this Service

- Tokens
If you like to work with Tokens on the AP Side, define a Token here and set a comresponding password with it. Tokens are used as a placeholder for the Authentication, so a Serviceuser has only his Username and a Token, you will never have to give out the
password to another party and you don't have to change passwords later in other components. You can just update the Token later.
Connections
Create connections to your LDAP servers, which you can use later in Config.
Configs

Create a configuration that matches your needs. Make sure to add Servers , Users and Objects. Save the configuration and restart the Service. For usecases / detailed informations on possibie Fields / Values and o on, please read the documentation

~ Services

Every running configuration will be listed here. Click on a Link to get to get default page of the Service. This will present you the Templates you can use against the configured Service.

The Templates will NOT contain the correct atiribute o service names. But it will vary on JSON / XML and present an Auth Part, if Basic Auth is disabled.

SERAS allows you to create REST API easily for preceding your Directory through LDAP.
Flexible settings, permissions, and restrictions .... (PPT
https://docs.google.com/presentation/d/1ghSGTJYBobCEnUXf-LO7k51mdfHA-

TZIVM6ikXdc761/edit#slide=id.p)

We also prepared a small single-page HTML application for you
https://dev.skypro.ch/serasapp/

Where you can easy browse, modify and create objects in the eDirectory.

Right now it

is limited to work with container ou=group-seras,ou=demo,o=ttp

Request:

Search Query

cn description
testuserd10 009
testuser009 009
testuser008 008
testuser007 007
testuser008 006
testuser00s 005
testuserdD4 004
testuser003 003
testuser002 002
testuser00! 001

“Request®: {

givenname mail sn “ReadAttribute®s |

*description”,
test 009 testuser0 10@groupseras.com testuser010 ﬂ en”,
“givenName",
est009 testuse009Bgroupseras.com — [ Ta] “sn,
"ma il
test 008 testuserl0B@groupseras.com testuser00B [~ ]u] , 1
test 007 testuser007 @groupseras.com testuser007 [~ ] aTiiser s iacsecre”
Use : "cn=ttpadmin,ou-users, o=ttp"
test 006 testuserd0B@groupseras.com testuser006 8 3
}
test 005 testuser005@groupseras.com testuser00s @o }
test 004 testuserl04@groupseras.com testuserd0d [~}
test o0 testuser003agroupseras.com testuseron [-Ta] R
esponse:
test 002 testuserl02@groupseras.com testuser002 [ ~]id] 1
“output”: {
test 001 testuser001 @groupseras.com testusero01 [~ ] ] wData": [

=testusere1e, ou=group-seras, ou=deno, o=ttp",

tent”:
"mail": [
“testuserdloggroupseras. con”

“givenname": [
test 009"

description®: [

" [
estusergla”

“eny I
“testuserdle”
:



https://docs.google.com/presentation/d/1qhSGTJYBobCEnUXf-LO7k51mdfHA-TZJVM6ikXdc76I/edit#slide=id.p
https://docs.google.com/presentation/d/1qhSGTJYBobCEnUXf-LO7k51mdfHA-TZJVM6ikXdc76I/edit#slide=id.p
https://dev.skypro.ch/serasapp/

When you work with data you can see how easy it is to proceed. Here you can see the JSON

object that was sent to SERAS and the response.

You can play around and create your own object with this App, we will use it later...

Request:
{
{

Registration

Name

just a demo]

User added

"Regue:

user2clone”

e simple user

: "user2clone”

Also, you can see that all changes in the eDirectory are monitored in the Audit Dashboard




Do you want to see magic?
How about clone objects from eDirectory to Active Directory or vice versa?
(Both directories have different attributes and ObjectClasses)

1) Go to ToolBox Directory Cloner and select predefined template “TTP clone eDir to AD”

Directory Cloner v25.4 (3) Clone preset

L.& Settings fo Clone Dato from a Direck A Clone Seftings Clone Log

Select Seftings v TTP clone eDir 1o AD-2020-07-15 14:25:48 il Delete || X Updoe || |l Soveos ..
TTP clone AD 10 eDIR-2020-07-15 14:50:50

*Sourcs Diredtory
“Destination Directory

@@ Mapping opfions

%’-‘ PASS 1/2 - Clone Base Obiects i am@ Timthe DNs

@@ PASS 2/2 - Clone Opergtional Data ~ § am@ SoitheDNs

mapping options
enabled Select Mappings ajuhAD B | i elete || T Updote || |l Soveos

Astributes Mapping ObjeciClass Mapping

aroupOfNames Destinotion [TV
netOrgPerson Desfination [Eog

Destination [t re:¥

Desfination [SONALNI

\

mapping options for objectClasses

PSR oginAllowedTimeMap

B ||| |||

mapping options for attributes

2) As you can see, we already predefined mapping rules for successful attributes and
objectClasses transformation

3) Scroll down

“Mandatory Atiributes sjectCloss,cn surmame,sn,ou i list of mandatory attributes for object creation on 1st step

Suppress Atiibutes objectclass| DirkiL-Applicationift ndsLogi reterll i list of Object classes and attributes which will be bypassed

Scripts  § additional logic can be defined by JavaScript

Regesp for Datamed  § fou=group-seras,ou=demo,o =iip/OL=tip,OC=ad1demoidm DC=local/ regex for based DN transformation (to be acceptable with Destination directory)

Here you can see predefined settings for Mandatory, Suppressed and Binary attributes.

4) Scroll Down and press Retrieve DNs if needed



Regexp for Dotamed  § Jou=group-seras,ou=demo, o=tp/OU=ttp,DC=ad] demoidm,DC= oeal/

S o SR Ten view
| Gramms | Qe

B b o=syatem 5] refresh list of objects ™ de=ad1demoidm,de=local [14] (]
3 » CN=Biltin,| ad1demoidm,DC=local [21]
B > cn=Security [11] . .
#» CN=Computers,DC=ad 1demoidm,DC =local
B ¥ o=demo [15] £»» OU=Domain Controllers,D!
B vostip[2] 2| container where £»» CN=ForeignSecurityPrin
B ¥ ou=users,o=tip [24] SERAS created objects % CN=Infrosiructure,DC=ad1demoidm,BC =local
3 CN=LostAndFound,DC=ad1demoidm,BC=local
P anaged Service Accounis) 1 demoidim, DC=local
B ~ou=group-seras, 2 < «» CN=NTDS Quoios,DC=ad1dem: C=local
£»» CN=Program Data,DC=ad1demoi
4% CN=System,DC=ad 1 demoidm,DC=local [25]
o5 ¥ OU=testusers,DC=ad1demoidm, D
3 ¥ DU=teshusers2,DC=ad1demoidm,DC=local [10798]
testuser004,0u=group-seras, Z £5OU =tp,DC=ad 1demoidm, DC=local
teshuser005, ou=group-se y b CN=Users,DC=ad 1demoidm,DC=local [20]

B vou=dem: 21 e

B cn=festuser002,0u=group-se

B cn=testuser003,0u=group-seras,

ey e
| e T e
testuser008,ou= s . .
SRSEEReUTEtEEES destianation container
e D e

testuser010,0u=group-se

¥ cn=user2clone,ou=group-seras;

B cn=weed01,0u=group-seras,ou=demo,o=Hp

5) Go to the DN ou:group-seras,ou:demo,o:ttp and select the object that you created with
SERAS App
We already predefined base DN transformation for you.

6) Click Run and look at the notifications
When the process is finished you will be informed

i Remove all INFO messages

Finished Clone
We are finished with Cloning the Directory (CloneDir). Check the Logfile for more Informations...

Download Log Check Log

Started Cloneing
Started CloneDir process... Please wait...

7) You can check the log of the process
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% g Seftings to Clone Dota from a Directory fo another Clone Sefiings  [ReISNP

2020-07-15 15:11:23 Get an Instance of the DAO
2020-07-15 15:11:23 Started CloneDir process...
2020-07-15 15:11:23 Get Parameters and try to validate as much as possible
2020-07-15 15:11:23 Loaded the json Object
2020-07-15 15:11:23 Check all parameters, if there are filled and readable
2020-07-15 15:11:23 Mandatory:

objsciClass,cn,surname,sn,ou
2020-07-15 15:11:23 Suppress:

objecicloss | DirkML-ApplicationAtirs,stpzhUserAux,ndsLoginProperties;surname;prinfLang;ACL; DirXML-ADAliasName; posswordAllowChange;loginDisabled ;occountExpires; DirXML-ADContext
2020-07-15 15:11:23 Regex:
Jou=group-seras,cu=demo,o=tip/OU=tip,0C=ad1demoidm,DC=lccal/

2020-07-15 15:11:23 Parometer Check finished.

2020-07-15 15:11:23 Added objeciclass,cn,surname,sn,ou to all Classes

2020-07-15 15:11:23 Added dirml-opplicationatirs stpzhuseraux,ndsloginproparties o Class objectclass
2020-07-15 15:11:23 Added surname fo all Classes

2020-07-15 15:11:23 Added printlang to all Classes

2020-07-15 15:11:23 Added ad fo all Classes

2020-07-15 15:11:23 Added dirxml-adaliosnome to all Classes

2020-07-15 15:11:23 Added passwordallowchange to all Classes

2020-07-15 15:11:23 Added logindisabled to all Classes

2020-07-15 15:11:23 Added accountexpires to all Classes

2020-07-15 15:11:23 Added dirxml-adcontext to all Classes

2020-07-15 15:11:23 Added |dapphote te all Classes

2020-07-15 15:11:23 Trim all the DN's

2020-07-15 15:11:23 Sorfing the DN's

2020-07-15 15:11:23 Clone fo other-type direciory is ON

2020-07-15 15:11:23 Parameters looking OK

2020-07-15 15:11:23 Loading the Source Connection

2020-07-15 15:11:23 Loading the Destination Connection

2020-07-15 15:11:23 Check if we can Cennect fo both Directories

2020-07-15 15:11:24 Both Connectiens are valid

2020-07-15 13:11:24 ##### Pass one siarfing.. Copy all the Base Objects #####
2020-07-1515:11:24

2020-07-15 15:11:24 1:PROCEED:------ cn=user2clone,OU=ttp,DC=ad1demoidm,DC=local -----
2020-07-15 15:11:24 1:0K

2020-07-15 15:11:24 ##### Pass two storting.. Copy all the Deep Optional Data to the Objects #####
2020-07-15 15:11:24 2:PROCEED:------ cn=user2clone,OU=itp,DC=ad 1demoidm,DC=local -----
2020-07-15 15:11:25 2:0K:ADD: mail:cn=user2clone,OU=tip,DC=ad1 demoidm,DC=local
2020-07-15 15:11:25 2:0K:ADD: givenNeme:cn=userZclone,OU=ttp,DC=ad1demeidm,DC=local
2020-07-15 15:11:25 We are finished with Cloning the Directory

2020-07-15 15:11:25 1 objects to clone

2020-07-15 15:11:25 1 objects cloned

2020-07-15 15:11:25 0 objects has error in cloning

2020-07-15 15:11:25 0 objects has warnings in cloning

2020-07-15 15:11:25 weneeemsmmsmerammsmennn

2020-07-15 15:11:25 List of object with Warnings/Error

2020-07-15 15:11:25 weneeersemsnerammsmeanen

and also check process in the Audit Driver Dashboard

.
TEMaiAddress  ULLK@demo.cn

B UNHEDP2S MODIFY
v OSURNFNZE MODIFY EMaAddress  FWSK@Oemocn
v AEVGHHSD DD e winey
. WEYGHHSD 400 Surame Nesseroad
v RFYHUES MODIFY termetEMat Address LML dema.cn
Drivers Events
» 15072020 151043 suscriver User BiIsDUBST wooiFY Incernet EMall Address Zez@demach
v Subscriver User BISDUBST Incernet EMail Address xz@demach
Subseriver User BiisDuUBsT Moo success
Pubisher User userzoione ADD.
Pusisher User userzeione 00 Insernet EMail Address user@cione siyprach
Pubssher User userzoione oD Given Name userzcane
Publsher User DD Login Disabled true
Puzrsher User 00 o™ £21100 SESDE1BGESEA
Pubisher User userzoione 00
Subscriver User INBAXFYS MODIFY

What will be added to the next release of ToolBox CloneDirectory?
e Schema compare (visualized tool for compare different Directory schemas)
e Mapping helper (shows you full details for source and destination attribute)
e Attribute data transformation on cloning (allows to transform data format for
corresponding destination schema)
e Autocomplete for easy mapping definition
e Easy Mandatory attributes definer (hint you to prevent mistakes)
e Missed Classes or Attributes
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