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Description

System Modules

It needs to be realized that for ACD'’s to be fully functional under HTTPS protocol, its components should be switched to HTTPS protocol, namely
the modules

AuditProxy (Elasticsearch Kibana Proxy)
AuditServer

ExportServices

AuditDriver

AuditReport

and in case of use of LDAPS (secure LDAP)

SSL Certificates

It is important! In order to prevent any potential problems we highly recommend the use of “TRUSTED SSL CERTIFICATES”, namely the
certificate issued and signed by a TRUSTED STORE.

If you are going to use a SELF-SIGNED certificate, you will need to fulfill an additional number of steps as well as adding your SELF-SIGNED
certificate to the web-browser exceptions and to the list of trusted certificates of your JVM cacert.

In order to make the conversion and export of certificates and Keystore more easy and clear, we also recommend using the free software KeyStore
Explorer.

It can be found in ACD installation packages or the newest version for your operating system can be downloaded from the following website https://
keystore-explorer.org/

This guidance implies that you have already got JKS or PKCS Keystore containing a private key and a certificate chain that corresponds to the
hostname of the server that ACD and components are located on (basic installation).

Installation

Export of private key and certificate chain into PEM format (required for AuditProxy)

1. Start KeyStore Explorer and open your PKCS12 or JKS file.
If you are asked to enter your keystore and private key password, please do so.


https://keystore-explorer.org/
https://keystore-explorer.org/

2. Choose the required certificate from the certificates list and click the right mouse button.
Choose Export -> Export Private Key from the drop-down menu.
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KeyStore Type: PKCS #12, Size: 1 entry , Path: '/Users /kostik /Documents /keystore.p12°
3. Select the type of Export PKCS #8 and press OK.
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4. In the new window uncheck Encrypt, choose PEM and enter the path to a location where AuditProxy is installed.
Also, enter the file name for your private key as well.
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5. Click Export to export the private key.
6. Next, choose again the required certificate from the certificates list and click the right mouse button. Choose Export -> Export Certificate Chain

from the drop-down menu.
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7. In the appeared window choose Entire Chain, Export Format X.509, tick PEM box and enter the path to the location where AuditProxy is installed.

Also, enter the file name for your certificate chain.
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8. If you use Self-signed certificates, you also have to export Public key. Choose the required certificate from the certificates list and click the right
mouse button.

Choose Export -> Export Public Key from the drop-down menu.



] @ _ keystore.p12 - KeyStore E:mlumr 5.4.1
3 = . : .i-._ T& *|ﬁ

T W | |[E| |Entry Mame Algorithm  Key Size | Certificate Expiry Last Modified

T s LS lenver et 020 1140,

- View Details

KTl

# Cut X
. Copy #C

i Export Key Pair

.| Generate CSR # Export Certificate Chain
* Import CA Reply > | Export Private Key

=» Edit Certificate Chain » ¥ Export Public Key

- 5ign >

W Unlock

w Set Password
# Delete

1™ Rename

KeyStore Type: PKCS #12, Size: 1 entry , Path: "fUsers /kostik/Documents [keystore.pl2’

9. In the appeared window tick PEM box and enter the path to the location where AuditProxy is installed.

Also, enter the file name for your public key. Click Export.
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KeyStore Type: PKCS #12, Size: 1 entry , Path: 'fUsers fkostik /Documents (keystore.pl2’

The export procedure is completed.

SSL certificate installation for AuditProxy (Elasticsearch Kibana Proxy)

1. Stop AuditProxy.
2. Open the folder with AuditProxy and create a backup copy of config.json file (in case of the return to http protocol).
3. Open config.json file in a text editor and take the following steps:

a) Set useSSL in true for helpers, elasticsearch, kibana section.

b) Enter the file names for keyFile and certFile, which you used for export (please see above).

¢) In kibana section, in auditUrl field change the protocol from http to https.

d) Enter the name of the public key file, which you used for export (please see above).
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"helpers®: {
"port": 9099,
"username": "admin",
"nassword": "changeit",
"useSSL": true;
"keyFile": "proxy-key.pem",
"cartFile": "proxy-cert.pem",
“rules": [

{

"name" :
"gs_base_url": "http://127.8.08.1:9208/",
"rglative_path": "_templatefaudit_template",
"filename": "audit_templateé.json”,

"type": "PUT"

"glasticsearch": {
"port"™: 5151,
"url®: "http://127.08.8.1:9288/",
"ysermame": "admin",
"password": “changeit®,
"useSS5L": true,
"kayFile": "proxy-key.pem",
"certFile": “"proxy-cert.pem"
}s
"kibana": {
"port": 5858,
"url®: "http://127.0.8.1:5581/",
"useSSL": true,
"kayFile": "proxy-key.pem",
"certFile": "proxy-cert.pem",
"Idap": 1
'url®: "ldap://192.168.1.96:389",
"“DN": "ou=ldap_auth,o=data",
'kibanaManagerGroupName": "cn=kibana-managers,ou=ldap_auth,o=data",
“"kibanaUserGroupName": "cn=kibana-users,ou=ldap_auth,o=data"
).
"auditUrl": "httpsl!fl??.B,E.1:31¢EfexternalexternalAuth",
“auditurlCert”: “"audltserver.cer",
"allowedUrls": [
“/api/saved_objects/bulk_get",
'fapi/saved_objects/?type=index—pattern”,
“fapi/saved_objects/?type=dashboard",
'fapi/console/fapi_server"
4y
"closedUrls”: [
'‘fapi/"

4. If you use Self-signed certificates, you also have to enter the parameter check-cert=false to launch kibana-http-proxy application.

5. Save changes for config.json file and launch AuditProxy.

6. To check if AuditProxy services started properly, open the following URLSs in a browser:
a) https://127.0.0.1:5151/ - to check elasticsearch proxy.
b) https://127.0.0.1:5050/ - to check kibana proxy.

c) https://127.0.0.1:9090/ - to check AuditServer config service.



https://127.0.0.1:5151/
https://127.0.0.1:5050/
https://127.0.0.1:9090/

The page with the login/password request or the message “Protected area” should appear.

* (where 127.0.0.1 is the name or IP address of the server, where AuditProxy is installed. Please replace it with the correct one, which you use in
your system)

** if you changed ports for the services, please use the ports, which you entered in config.json
*** |f you use self-signed certificates, there can appear a warning that the certificate, used on the server, is not trusted.

In this case, you should add exceptions to each of the URLs or import this certificate as trusted to your web-browser (see Web-browser
documentation).

Your connection is not private

Attackers might be trying to steal your information from (for example,
passwords, messages, or credit cards). Learn more

MET:ERR_CERT_AUTHORITY_INVALID

[[] Help improve Chrome security by sending URLs of some pages vou visit, limited system

information, and some page content to Google. Privacy policy

Hide advanced Back to safety

This server could not prove that it is 193.109.52.57; its security certificate is not
trusted by your computer's operating system. This may be caused by a
miscanfiguration or an attacker intercepting your connection.

Proceed 10 193.109.52.57 (unsafe)

**+* T investigate potential problems with SSL certificate and the service operation use a log file, which you can find in the folder with this service.

SSL certificate installation for AuditDriver

1. Copy your PKCS12 or JKS keystore to the IDM server, where AuditDriver is installed.
2. Open settings of AuditDriver in iManager or Designer and make the following changes:

a) In Elastichsearch server field change the protocol from http to https.
b) In Elasticsearch SSL Keystore Type field (for HTTPS connection) enter the keystore type, which you use, PKCS12 or JKS.
c) In Elasticsearch SSL Certificate filepath field (for HTTPS connection) enter the path and the name of your keystore file.

d) In Elasticsearch passphrase field (for HTTPS connection) enter the passphrase, which you use for your keystore.
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Elasticaearch S50 passphrase (Tor HTTRS connection): changeme
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3. Save the setting changes and restart AuditDriver.

* To investigate potential problems with SSL certificate and the driver operation set debug trace level and debug log file in the driver settings and
restart it.

SSL certificate installation for AuditReport

1. If you use self-signed certificate for your SECURE LDAP connection, you have to export your Public certificate from the IDM server and add it to
PKCS12 keystore.

(It is easy to do by using KeyStore explorer).

a) Copy the created keystore into the folder with AuditReport.

b) Open reportservice.yaml file for editing.

¢) Change the protocol from Idap to Idaps in Idapserver field and enter the port, used for secure Idap.
d) Enter your keystore file name in Idapsrvkeystore field.

e) Enter the password, which you use for your keystore in Idapsrvkeysorepwd field.
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ldapserver: 'ldaps://127.90.0.1:1389'
ldapsrvkeystore: 'ldap.pl2’
ldapsrvkeystoretype: 'PKCS12'
ldapsrvkeystorepwd: 'changeit'’
userdn: 'cn=admin,o=local’

userpw: 'changeit'

esserver: 'http://127.0.8.1:9200/'

templatename: 'template_reportsé.json'
mandant: 'default'

esusername: 'admin’

espassword: 'changeit’

escerttype: 'jks'

escert: 'es.jks'’

escertpwd: 'changeit'’

*You can also launch AuditReport manually and check the log file for mistakes to make sure that everything is set up correctly.

SSL certificate installation for Audit Server
1. Open the folder, where AuditServer is installed and make a backup copy of auditserver.mv.db file in case you want to return to the previous
settings.
2. Copy your keystore file that contains private key and certificate chain to the folder with AuditServer.
3. Open AuditServer Administration page in a web-browser, Adiministration -> Settings, and go to the tab GLOBAL.
4. Fillin necessary fields for HTTPS setting:
a) Click on the checkbox next to Enable/Disable HTTPS field.
b) Enter your keystore type, PKCS12 or JKS, in Server KeyStore Type field.
c) Enter your keystore file name in Server KeyStore file field.

d) Enter passphrase for your kesytore in Server KeyStore password field.

e) Enter passphrase for your private keys in Server PrivateKey password field.


http://auditserver.mv

Enable/Disable HTTPS Enable HTTPS for AuditSaner

Sarver KeyStore Type JKS gy PKCS12 AuditServer KeyStone type (JKS or PKCS12)
Sarver KiySton fil Suchisenvecs AuditSenver KeyStons file location
Server KeyStore password | e AuditSarver KeySiomn password
Server Privitelley password | | e AuditServer Privatekey passwond

Use Proxy Sorvice (] Lise Proay servics for Elasticsearch & Kibana
et 193.109.52.57 Hostrame or I address of Proxy Service
Port 9090 Number of the TCP Port used by Proxy Sendice
Admin usamamsa admin Lisarmame nama used for access Proxy Service
Adminpasgword 000 e Usernarme name used for ocess Proxy Senics
Enable/Disable HTTPS 7 EnabdaDisable HTTPS for ES Kibana Proxy service

f) Go to the tab Elasticsearch & Kibana.
g) Make sure that Enable/Disable HTTPS checkbox is active.

h) Since all the services are installed on the same server, enter the same values for Keystore type, Keystore file, Keystore password as for the
GLOBAL tab.



Elasticsearch & Kibana Settings

Elasticssanch version 146X 0 Elasticsearch version
Elasticssarch hostrame 193.109,52.57 Hostnama o IP address of Elasticsearch Cluster,
Elasticssarch partnumiber 5151 hurnber of the TCP Port used by Elasticasanch Cluster.
Elasticsaanch Lses Nasma admin Thi nama of user i Basic Authentication anabled
Blasticsearch Password 0 ... Tha passssword if Basic Authentication snabled
EnablsTisable HTTPS ] Enable HTTPS for Elasticsearch acoess
KoySton Tyoe JKS g PHCS12 Elasticsearch KeySions type [IKS or PHCS1E)
KayStore file R Elasticsaarch KeyStons fils location
KeyStorepassword 0000 L. Elasticsearch KeySion password
Kitana hostnarme 193.108.52 57 Hoatnama of IF addrass of Kibana
Kibana portnumber 5080 Number of the TGP Port used by Kibana.
Enable/Disabie HTTPS ] Enable HTTPS for Kibana

Sava

5. Click Save button.
6. Restart AuditServer.

7. Change the protocol from http to https in the address bar of your browser in order to open AuditServer page through https protocol.

*** |f you use self-signed certificates, there can appear a warning that the certificate, used on the server, is not trusted. In this case, you should add
exceptions to each of the URL or import this certificate as trusted to your web-browser (see Web-browser documentation).



Your connection is not private

Attackers might be trying to steal your information from (far example,
passwords, messages, of credit cards), Learn mors

MET::ERR_CERT_AUTHORITY_INVALID

|:| Hislp imghoave Chiome slH:uri'.'r' I‘.'I',' Eﬁl‘lﬂir'lg LIRLE of SOMmE DIFQES wiu '.nLil:, Tialid-e] 33l ]
information. and some page content to Google. Privacy policy

Hide advanced Back to safety

Thiz server could not prove that it is 193.108.62.67; its security certificate is not
trusted by your computer's operating system. This may be caused by a
misconfiguration or an attacker intercepting your connection,

Froceed 1o 19310952 57 (unsafe)

* To investigate potential problems with SSL certificate and the service operation use a log file, which you can find in the folder with this service.
** |f while launching Audit Server has problems with certificates opening, it can automatically switch to http protocol and let you change the settings.

*** Attention! If at least one of the ACD modules (AuditServer, AuditProxy, ExportService) runs with http protocol, it does not guarantee the proper
operation of ACD in general.

**+* Also, to solve problems with self-signed certificates you may need to add your self-signed certificate to cacert truststore of your Java.

Please follow the steps as described below:

a) Launch KeyStore explorer and open cacerts file from /lib/security folder of your Java, used for ACD launch. If you did not change the password, it
remains “changeit”.

b) From Tools menu choose Import Trusted Certificate and choose your certificate chain (see above how to export it).
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{| Certificate Expiry
¥p

9/22/2030 2:22:0...
5/30/2020 1:38:3...
5/30/2020 1:48:3...
5/30/2020 1:44:5...

| Last Modified

B/25/2016 6:19:5...

8/25/20186 6:19:3...

8/25/2016 6:20:2...

8/25/20186 6:20:2...

12/31/2030 4:06.... |8/
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5/13/2025 2:59:0...
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FI712019 2:59:59...
6/11/2027 1:46:3...
1273172029 2:07:...
12/20/2034 4:31....
1/1/2029 1:59:59...
1/19/2038 1:59:5...

LKwStunE Type: JKS, Size: 94 entries, Path: */Users/kostik /Documents fcacerts’

8/25/2016 6:19:3...
B/25/2016 6:20:4...

. 8/25/2016 6:20:2...
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825720186 6:20:3...
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8/25/2016 6:20:3...

8/25/2016 6:20:1...
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c) Set alias for the imported certificate.
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- actalisauthenticationrootca [jdk]  RSA 4096  9/22/2030 2:22:0... §/25/2016 6:19:5...
- addtrustclasslca [jdk] RSA 2048 5/30/2020 1:38:3... 8/25/2016 6:19:3...
- addrrustexternalca [jdk] RSA 2048 5/30/2020 1:48:3... 8/25/2016 6:20:2...
- addtrustqualifiedca [jdk] RSA 2048  5/30/2020 1:44:5... 8/25/2016 6:20:2...
- affirmtrustcommercialca [jdk] RSA 2048 12/31/2030 4:06:... 8/25/2016 6:20:1...
- affirmirustnetwor gy Trusted Certificate Entry Alias :08:... 8/25/2016 6:19:3...
- affirmurustpremiy 100, B/25/2016 6:20:4...
- affirmurustpremic . ; 2200, 82572016 6:20:2...
- baltimorecyberer] | Eer Alias: jauditserver 59:0... 8/25/2016 6:19:5...
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- certplusclass2primaryca [jdk] RSA 2048 7/7/2019 2:59:59... 8/25/2016 6:20:1...
- certplusclass3pprimaryca [jdk) R5A 2048 7/7/2019 2:59:59... §/25/2016 6:20:0...
- certumca [jdk] RSA 2048 6/11/2027 1:46:3... 8/25/2016 6:19:3_..
- certumtrustednetworkca [jdk) R5A 2048 12/31/2029 2:07:.... 8/25/2016 6:20:0...
- chunghwaepkirootca [jdk] RSA 4086  12/20/2034 4:31:... §/25/2016 6:20:3...
- comodoaaaca [jdk) RSA 2048  1/1/2029 1:59:59... 8/25/2016 6:20:2...
- comodoeccca [jdk] EC 384 1/19/2038 1:59:5... 8/25/2016 6:20:4...

KeyStore Type: JKS, Size: 94 entries, Path: */Users/kostik/Documents fcacerts

d) Save your changes File -> Save.

e) Restart ACD modules.

Possible problems and ways to find and solve them

Dashboards are not shown in AuditServer

check if kibana proxy is active in your web-browser (see above)

check if AuditServer and AuditPoxy are using the same protocol — https

check if there is https defined in AuditProxy config.json file, kibana section, auditUrl attribute

check log files in AuditServer and AuditProxy for mistakes

if you use self-signed certificates, make sure that exceptions for the certificates used for AuditProxy were added to your web-browser (see above)

Reports and indexes Elasticsearch are not shown in AuditServer

check if elasticsearch proxy is active in your web-browser (see above)

check if AuditServer and AuditPoxy are using the same protocol — https

check log files in AuditServer and AuditProxy for mistakes

if you use self-signed certificates, make sure that exceptions for the certificates used for AuditProxy were added to your web-browser (see above)

AuditDriver cannot sent data to elasticsearch (via AuditProxy)

® turn on logging for the driver and analyze log files
® check that keystore used for AuditDriver works properly and contains the required certificate to access AuditProxy

* |f problems appear, please provide us with full screenshots of ACD modules settings, as well as log files of the services, which have problems.

** For rollback https changes:



® Stop ACD components
® copy your backup config files to original place
® start ACD components
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